Family Office Cyber Checklist

Essential questions to protect wealth, reputation & legacy:

Section 1: Culture & Training
D Stay alert to slippage and avoid creeping costs.

D Are all staff trained regularly — including on deepfakes?

D Have family members received tailored cyber-awareness training?
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Section 2: Governance & Workflows
D Do we enforce the “four eyes, not two"” rule on all significant transactions?

D Are reconciliations carried out regularly against bank records?

D Is cybersecurity a standing item & reported on at every board meeting?
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Section 3: Verification & Communication
D Do we have clear rules for verifying unusual or high-value requests in person or by secure video?

D Do staff know never to trust phone numbers or details inside an email for verification?
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Section 4: Technical Hygiene
D Is multi-factor authentication (MFA) enforced across all systems?
D Have we implemented passkeys and access restrictions?

D Are all critical systems, including cloud and on-prem, backed up with immutable copies?

D Do we test our controls regularly to confirm they work?
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Section 5: Incident Response & Monitoring
D Do we have a clear cyber incident response plan with roles defined and clear points of contact on who to call?

D Are we monitoring for misuse of family members’ names, images, or voices online?

D Do we review and learn from attempted or successful attacks?
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Tip:

If you've ticked “no” more than once, your family office may be more vulnerable than you realise. Start by
= strengthening culture, governance, and verification — and work with trusted advisers to build resilience.
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For a confidential conversation about your family office’s cyber resilience, contact Michael Oldham.



